Lecture 5
LinuX create users



Thne mneln commands to crazte UsSers

1. Useradd : to create new user

2. Passwd : to add the password

3. Usermod: to add user into group
4. Userdel: to delete user



Sudo useradd user-name
Create user without create file in directory “home”

sudo useradd iamlinuxf




To check there are not files in home for new user type
“Ls /home “
To show the current users

moshir sudo useradd iamlinux
moshir ls /home

moshir L




TO create user with files in home type
“useradd —-m -s /bin/bash username”

Then check that by s /home

moshir ~ sudo useradd -m -s /bin/bash iamlinux
moshir ~ ls /home

moshir ~ |}




To create password type
“Passwd username”

To know the information about users “/cat /etc/passwd”

moshir ~ & sudo useradd -m -s /bin/bash iamlinux
moshir =~ = sudo passwd iamlinux

Enter newlinux password:

Retype new linux password: l




To delete user type “userdel username”

That doesn’t delete user’s file in /home

sudo userdel iamlinux
Is /home




To delete user with all files type

’userdel —-r username”

moshir =~ @ sudo userdel -r iamlinux
userdel: iamlinux mail spool (/var/mail/iamlinux) not found
moshir =~ = 1s /home




* create user withoutfile: Sudo useradd user name

* To check for creating file or note: Ls /home

* create user with file : useradd -m —s /bin/bash username

* To check for creating file or note: Ls /home

* To create password: Passwd username

* To know information about password: /cat /etc/passwd

* To delete user without delete its file:userdel username

* To check: Ls /home

* To delete user without delete its file: “userdel —r username

* To check: Ls /home



Groups



Create groups of users to
control the permissions User 1A
In the first root has 2 users
1. Owner account Group A User 2A
2. Root account (administrator)

User 3A

G0

User 2B




Managing the groups

1.Groupadd - to create new group
2.Groupdel-> to delete the group

The files contain the information about
groups are in cat/etc/group



Add new group
“groupadd groupname”

[moshir@Cool-Nerd ~]$ sudo groupadd name




To delete group use “groupdel groupname”

[moshir@Cool-Nerd ~]$ sudo groupdel groupl




To insert user to group Gbadba JS 2ald 4o gann Jalu a2d5in Caal)

(4£:Jyupad\

[moshir@Cool-Nerd ~]$ sudo usermod -aG group user




To create group: grou
To delete group: grou

‘0 add user into grou

nadd groupname
ndel groupname

0: Usermod —aG groupname username



To list all groups of certain user type “groups username”

2l 5l andioeal) Ly o jidia ) e sanall 4 yal

[moshir@Cool-Nerd ~]$ groups moshir
heel lp sys network power project21 moshir
[moshir@Cool-Nerd ~1$ [




To use the following command
“gpasswd —d username groupndelete user form certain group ame”

[moshir@Cool-Nerd ~]$ sudo gpasswd -d user group




To check list the files of group “cat /etc/group”

[moshir@Cool-Nerd ~]$ sudo groupdel project21
[sudo] password for moshir:
[moshir@Cool-Nerd ~]$ cat fetc/group




* To list all groups of certain user type “groups username”

a5l aadiiall L @ yide Al Gle sanall 28 jal

* To delete user form certain group use the following command
“gpasswd —d username groupname”

* To check list the files of group “cat /etc/group”



To add user and add user to group without create file in home

“useradd —g usergroup username”

~ = sudo useradd -g usergroup usernamel




To add user and add user to group with create file in home

moshir  ~  sudo useradd -m -g sudo iamlinuxf]




Complete by correct answer

N o Ok w0 A

0 check create userinfiles.................

‘0 remove user from group ......c..cce.e......

‘0 create new group ......

‘0 add password for user ..............

[0 create user and add user into group with create file
To delete user ................

To list all groups for user






Example
The download folder contains 3 files cap1, drop and shell
Type the commands to achieve the following

1.Add execute permission for user file: cap1 ..................
chmod U+x capT

2.Delete permission write for group file: drop ..................
chmod g-W drop ...

3.Add read permission for users, groups and others file:
shell chmod ugo+r shell



File permissions cont.

Absolute mode:

We use octal (base eight) values represented like this:

Letter Permission Value

R read 4
W write 2
X execute 1
- none 0

For each column, User, Group or Other you can set
values from O to 7. Here is what each means:

0= —--—- 1= --x 2= -w- 3= -wx

= r—- b= r-x 6= rw- = rwx



= —-—= 1= --x 2= -w- = -WX

4= r—-- 5= r-x 6= rw- 7= rwx




File permissions cont.

Numeric mode cont:

Example index.html file with typical permission values:
S chmod 755 index.html

S 1s -1 index.html
—rwxr-xr-x 1 root wheel 0 May 24 06:20 index.html

S chmod 644 index.html

S 1s -1 index.html
—-rw—-r—--r—-—- 1 root wheel 0 May 24 06:20 index.html



Example
The download folder contains file cap1
Type the commands (symbolic mode) to achieve the following

1. Add execute permission for user file: cap? ....cceeenenann.n..e.

2.Add write permission for others file: cap1 .....................
3.Delete permission write, execute for group file: cap1 ..................
4.Add read permission for users, groups and others file: cap1






Lecture 7



CREATE PARTITIONS



Hard disk partitions

Dewices and drives (5)

. S . . N aid ) RECOVERY {[x)
* Disk Partitioning is the process of NP 11308 ol 55 8 O G T
dividing a disk into one or more L =
logical areas, often known N e st
as partitions, on which the user can . .
work separately Hard disk Partition

--------- | v IS Hard-Disk of 10-GR




Hard disk partitions

There are two types of hard disk
1. HDD (hard disk drive)
2. SSD (solid state drive)

Best for long term storage

Uses mechanical parts like spinning
disks

Low cost

Massive capacity

Best for low latency applications

Uses flash memory cells without
moving parts

High cost

Great for rapid boot times and fast file
access



Types of partitions : primary and Extended

Type of
partitions







Prlm 1

Extended




Hard disk partitions

1. Hard disks can be partitioned (or divided)

2. There are maximum number of partitions
Is four partitions.

3. If we want more than four partitions, we
can use extended partition.

(it is mean divide one of primary partition to
number of extended partitions 59 for IDE and
11 for SCSI)

Prlm 2

Extended

Loglc

Loglc ‘I 1
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sda: The first sector of the disk contains the MBR
and Partition Table
sda1: First primary partition holds a Windows

filesystem
sda2: Second primary partition is an extended
partition and holds three logical partitions

sdab: First logical partition holds a Linux
filesystem that will be mounted as /

sda6: Second logical partition holds a Linux
filesystem that will be mounted as /home

sda7: Third logical partition holds a Linux swap
space



The method to make the
partitions



Steps for creating and using partitions
In Linux

* Step 1: creating partition (divide the disk into
logical parts each part called partition)

¢ Step2: formatting partition

¢ Step3: mounting partition



Step 1: Create partition

Partition 1

Partitioning tools

Partition 2
* fdisk
- Virtually every PC OS comes with a tool £disk to create
partitions for that OS
- Linux, Windows, and so forth Partition 3
* parted

- GPLed Linux program, available at www.gnu.org
- Can create/resize/move/delete partitions
» GParted, QTParted
— GUI utilities that use GNU Parted
— Can create/resize/move/delete partitions
* Disk Druid and others
- Partitioning program integrated in Linux install program



Fdisk

» Used in CLI
1. Fdisk —I = List partition table

Partition table contains
 sda (sda1l, sda2,sda3), sdb ,sdc, ................

* Where:
sda, sdb, sdc are disks
sdal,sda?2 are partitions in disc sda



tt91£§1;t 41'0 fdisk Al | ] (A
B2 BLE T EVS RV
J) Jsan

partitions




root@localhost:~

File Edit View Search Terminal Help

Sector size (logical/physical): 512 bytes / 512 bytes
I1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Ox00038d45

Device Boot Start End Blocks Id
fdev/sdal " 1 1306 10484736 83
dev/sda2 1306 1959 5242880 82

Disk /dev/sdb} 8589 MB, 8589934592 bytes

255 heads, 63 sectors/track, 1044 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Ox00000000

Disk /dev/sdb doesn't contain a valid partition table

Pisk /dev/sdc} 8589 MB, 8589934592 bytes

255 heads, 63 sectors/track, 1044 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Ox000eedf4

System

Linux swap / Solaris

4c sana cllia ekl
cdisks
Sda, sdb, sdc

Hard-Disk of 10-GR




Sdb1
Sdb2

2. Fdisk /dev/sdb

=

Sdb3

To enter into disk sdb to make
partitions



[root@localhost ~]# fdisk /dev/sdb

evice contains neither a valid DOS partition table, nor Sun, SGI or OSF disklab
1

uilding a new DOS disklabel with disk identifier Ox686f4180.
hanges will remain in memory only, until you decide to write them.
fter that, of course, the previous content won't be recoverable.

Warning: invalid flag 0Ox0000 of partition table 4 will be corrected by w(rite)
WARNING: DOS-compatible mode is deprecated. It's strongly recommended to

switch off the mode (command 'c') and change display units to
sectors (command 'u').




root@localhost:~ Hﬁiu

File Edit View Search Terminal Help
Disk identifier: Ox00000000

Disk /dev/sdb doesn't contain a valid partition table

Disk { 8589 MB, 8589934592 bytes

255 heads, 63 sectors/track, 1044 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I1/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Ox000eedf4

Device Boot Start End Blocks Id System

[root@localhost ~]# fdisk /dev/sdb

evice contains neither a valid DOS partition table, nor Sun, SGI or OSF disklab
1

uilding a new DOS disklabel with disk identifier Ox686f4180.

hanges will remain in memory only, until you decide to write them.

After that, of course, the previous content won't be recoverable.

Warning: invalid flag Ox0000 of partition table 4 will be corrected by w(rite)
WARNING: DOS-compatible mode is deprecated. It's strongly recommended to

switch off the mode (command ‘c') and change display units to
sectors (command 'u').

Command (m for help): |}




Different commands inside window e
such as

* m—> help

* List all commands can be used in this window to make partitions
In sdb disk




root@localhost:~

File Edit View Search Terminal Help

Warning:

WARNING:

invalid flag Ox0000 of partition table 4 will be corrected by w(rite)

DOS-compatible mode is deprecated. It's strongly recommended to

switch off the mode (command 'c') and change display units to

sectors (command 'u').

X ET<CH+NVAOTOI3IFOOTO

Command (m for help): m
Command action

toggle a bootable flag

edit bsd disklabel

toggle the dos compatibility flag
delete a partition

list known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table

quit without saving changes
create a new empty Sun disklabel
change a partition's system id
change display/entry units

verify the partition table

write table to disk and exit
extra functionality (experts only)

,ml..

diskd) Jala

Command (m for help):

[~]
~




* p =2 print partition table

Jsa el y=iny
Jala partitions J!
sdb J

) YA Lasg

partitions



root@localhost:~

File Edit View Search Terminal Help

delete a partition

list known partition types

print this menu

add a new partition

create a new empty DOS partition table
print the partition table
quit without saving changes
create a new empty Sun disklabel
change a partition's system id
change display/entry units

verify the partition table

write table to disk and exit
extra functionality (experts only)

X< CertrwmMWaOOo|Oo 33 —~Q

Command (m for help): p

Disk /dev/sdb: 8589 MB, 8589934592 bytes

P55 heads, 63 sectors/track, 1044 cylinders

Jnits = cylinders of 16065 * 512 = 8225280 bytes
bector size (logical/physical): 512 bytes / 512 bytes
[/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Ox686f4180

Device Boot Start End Blocks Id

System

command (m for help):




* n—> add a new partition

w partition LAY
n <

DA L) s Jdas,
Primary

extended

}QJ\_\“AA\J\U\%L\MMF)LJPJQE;\JL
primary

) e 4ad ;) Jde Jids Partition number
enter bl J oY) 35Sl J)sa

2GB S daluwall J) 5

2048M



root@localhost:~

File Edit View Search Terminal Help

create a new empty DOS partition table
print the partition table

quit without saving changes

create a new empty Sun disklabel
change a partition's system id

change display/entry units

verify the partition table

write table to disk and exit

extra functionality (experts only)

XE<C++WAOTO

Command (m for help): p

Disk /dev/sdb: 8589 MB, 8589934592 bytes

255 heads, 63 sectors/track, 1044 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0Ox686f4180

Device Boot Start End Blocks Id System

Command (m for help): n ..
COmmAnd EcTion Aelect the type of partition
extended

=
il

p primary partition (1-4)

e




root@localhost:~ e = 5

File Edit View Search Terminal Help

Disk /dev/sdb: 8589 MB, 8589934592 bytes ~
255 heads, 63 sectors/track, 1044 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: 0Ox686f4180

Device Boot Start End Blocks Id System

Command (m for help): n

ﬁ)bh?\u\%buodpu‘);‘)\:ﬁ;\m
Command action

e extended ) N primary

p primary partition (1-4) éL%ﬂ‘gk=¢dJ¢;k-dﬁﬁParUUon|1un1ber
P CO—, enter sl Jo¥) 8 ¢Sl J) g
Partition number -4) : i) daluall 1
First cylinder (1-1044, default 1): 2GB < dj‘:
Using default value 1 2048M

Last cylinder, +cylinders or +size{K,M,G} (1-1044, default 1044) :|+2048M

Command (m for help): |



* p =2 print partition table

JV Jaly partitions J) Jsas Gl ziuy
sdb
partition sdb1 2 s 43 Bas g



P ool BPA e dgaad) al yaial g Y
partition J ¢l &5 lasie aas

Command (m for help):|p

Disk /dev/sdb: 8589 MB, 8589934592 bytes

255 heads, 63 sectors/track, 1044 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disk identifier: Ox686f4180

Liall W e Jaiall gy

Device Boot Start End Blocks Id
/dev/sdbl 1 262 2104483+ 83

System m
Linux

Command (m for help):



To save the change in the disk

1. Type W to save change
2. Type partprobe /dev /sdb to get kernel read the changes



Command (m for help):|p

Disk /dev/sdb: 8589 MB, 8589934592 bytes

255 heads, 63 sectors/track, 1044 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal) : 512 bytes / 512 bytes
Disk identifier: Ox686f4180

Device Boot Start End Blocks Id
/dev/sdbl 1 262 2104483+ 83

Command (m for help) :|w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.
[root@localhost ~]#|partprobe /dev/sdb
sdb sdbl

JelVp G e Ll
sdb1 e ssisy G Jsaall
Laal W e Ll
partprobe .S

J) 31 8 amd kernel d) Jaal
partition table

3aaall ¢l il

System
Linux




Step 2: Format the Partition

* Once a partition has been created with
the parted or fdisk command, format it before using it.

* Format the partition by running the following command:
. mkfs -t ext4 /dev/sdb1



Step 3: Mount the Partition

* To begin interacting with the disk, create a mount point and mount the
partition to it.

* 1. Create a mount point by running the following command.:
. ((mkdir -p /mt/sdb1))

* After that, mount the partition by entering:

* ((sudo mount -t auto /dev/sbd1 /mt/sdb1))

* The terminal does not print out an output if the commands are
executed successfully.

* 3. Verify if partition is mounted by using
. (( df hT))



Sheet

1. First step to create partition sdb using

a. Fdisk-l b. Fdisk /dev/sdb c. Fdisk /dev d. all the above
2. The second step for make partition

a. Create b. format c. mount d. none

3. To close the window of create partition type

a. n b.p C.q d.m

4. If we want to rapid boot time and file access use

a. HDD b. SSD

5. We can divide the disk into ............ primary partitions

a.

3 b. 4 c.5 d.6






5 & LVM in LINUX




Logical Volume Management (LVIM)

e We convert the physical disks into Physical Volumes (PV) of the same
sizes,

 Combine them to form one Volume Group (VG) (60+50+40=150Gb)
and finally, break this VG into two Logical Volumes (LV) of 80Gb and
70Gb.

50 GB




Logical Volume Management in Linux

* Method to manage disk space.
* For example:
1. you have three disks: 60Gb, 50Gb and 40Gb

2. you want to allocate 80Gb and 70Gb of space to two
users Ul and U2 respectively.

3. problem, there is no single unit of either size available.
4. Solution, Logical Volume Management.



Volume 1

Physica

. Physical Device 1

sda (60GB)

IHeariCrafly Things. com

T — "
Logical

Volume 2

(20GRE) (FTOGE)

Vaolume Group (150G8)

-

—

4. Create Logical Volume (V)

3. Create Volume Group (VG)

2. Create Physical Volume (PV)

1. Physical Storage — disk partitions
or full disk or RAID




pV... => Physical Volumes commands
Vg... => Volume Group commands

StepS tO Create LVG in Llnux Iv... => Logical Volumes commands

lvm... => Genetal LVM commands
 How to create an LVM Logical Volume:

1.Create physical volume or volumes from the existing hard
drives.

2.Create a Volume group and add the physical volumes to it.
3.Create a Logical Volume from the Volume Group.
4.Format the Logical Volume as required — xfs, ext4 etc.
5.Finally, mount the new filesystem.



CREATION
1)gdisk/fdisk [device] and create as many partitions as
needed

(don't forget the type to be "Linux LVM"
2)Label your new partitions as PV pvcreate partitionl
partition2 ... or go straight to create a VG.
3)Create a Volume Group with vgcreate name
partitionl,2,3...
4)Create Logical Volumes with lvcreate -n name -I/L size
vgname
5)mkfs -t type lvname your new LVs
6)mount /fstab !

DELETION
lv/vg/pvremove



File system Hierarchy Standard
(FHS)



Flle sysiten Alerarcny Standard (FrS)

* The Linux filesystem is the foundation of any Linux-based
operating system. It dictates how files are stored, organized,
and accessed. Understanding this system is important for any
engineer, as it influences everything from system performance
to security and deployment processes.



Computer

* Starred
{3t Home
] Desktop

fi Trash

efi

I

[z Filesystemr...

+ Other Locations

efc

boot

home

libs4

mnkt1

libx32

mntElrun

cdrom

media

mnkt2




rile systern Flierarcny
Sitécliplel il @H}@

/bin/

| lopt/ |

| /boot/ | /dev/

‘ letc/

| /home/ \

e

Irootf\ ‘Isbinf \ Isrv/
/bin/ | | /include/ |Ilib! Isbin/

‘ llib/

| Imedia/ [mnt/ \

fusr/

? Ivar/ l

[Icache!

[llogl ] [lspooll] [Itmpl




Notice that the topmost directory in the structure is
the / directory, also called theroot directory.

* The root directory are a series of subdirectories.

 Specifications for how these directories are to be
named are contained in the File system Hierarchy
Standard (FHS)



/bin

* Bin or binary.

* This directory contains executable files it Ciléle
necessary to manage and run the Linux system,
Including shells (such as bash) and file system
management utilities such as cp and rm.

O (8 (bl ISy aUail) Lgaling el y o) 4pddss Clile o (5 giny o
single user mode

Olaolai Jeel ol upgarde dee! Jsle Wl 4le Jaol mode o2 e
RO




/sbin

* System binary or Sbin for administrators

* This directory contains important system
management and administration files,

such as fdisk, fsck, ifconfig, init, mkfs, shutdown, and
halt.



/lib

* This directory contains code libraries used by
programs in /bin and /sbin. Your kernel modules are
also stored in the module’s subdirectory of /lib.




/boot

* This directory contains your bootloader files, which
are required to boot your kernel Linux system.



/dev

e Devices or dev

* This directory contains special files that are get kernel to
iInteract with devices or hardware

* Solid state drives: (SCSI)
* Such as sda,(sdal1,sda2 is the partitions for it),

* Hard disk drives (IDE or SATA):
* Had, hdb, hdc,............



[etc

 Editable Text Configuration

* This directory contains text-based configuration files
used by the system as well as services running on
the system. You can edit these files with a text editor
to customize how Linux behaves as (apt used to
install new packages ).

¢ Gay) s aniie S Lok ) Canlae VI il e (g gia




/home

* This directory contains subdirectories that serve

—>as home directories for each user account on your
Linux system.

—Each home user contains files as (desktop,
download, music, picture, public, templets,....)



/media

* This directory is used by some Linux distributions
(such as SUSE Linux) to mount external devices.



/mnt

* This directory is used by some Linux distributions
(such as Fedora or Red Hat) to mount external
devices



/opt

* optional

* This directory contains files for some programs you
Install on the system

* Store files to install optional packages in the server.



/proc

* Contains sudo folders which represents the number of process in
the kernel each file contains all information about the process.

* volatile

o 5 ke A8,V el alE ) Lo ik 4o gaaa o (o gind LT 5 lad (5 4 06y
J e

process number (Ul Ao Jid A dalaall 48 )



/Srv

Contain service information

* This directory contains subdirectories where
services running on the system (such as ftp ssh for
web server) save their files.



/Sys

* This system directory contains information about
the hardware in your system

* Volatile, store its contents in RAM and once
shutdown the computer all contents of /sys are
deleted.



/tmp

* This directory contains temporary files created by
you or by the system.



/usr

* This directory contains programs or application
files. In fact, most of the application files used on
your system are saved in a subdirectory of /usr.



/var

e Variables

* This directory contains a variety of variable data,
iIncluding your system

* log files for programs
* Spool files for printers

 Mail box
« www files for webserver
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